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Green Digitalization in the Electric Power Industry

Abstract

The lasting global economic downturn caused by the 
COVID-19 pandemic allows decision-makers and 
societies to re-think the basis and drivers of eco-

nomic growth, laying the foundation for sustainable devel-
opment. The green economic recovery can take place with 
a leading role played by the energy industry. This paper 
focuses on the application and desired effects of green 
digital technologies in the electric power industry in ten 
countries — the largest electricity producers and consum-
ers. This study is designed in the framework of the sectoral 
innovation systems concept. The research tasks were ad-
dressed first through horizon scanning (the analysis of 

research and analytical publications). Second, the green 
digitalization indicators for the electric power industry in 
the selected countries were identified with the use of statis-
tical and other available reliable data and compared. Third, 
a comparative analysis of national strategic documents 
was performed, along with corporate tasks and indicators 
that reflect the digital transformation at micro level. As a 
result of this study, key trends and three models of green 
digitalization at the national level were identified, the pre-
requisites and potential social and economic effects of the 
application of these technologies in electric power indus-
try were described.
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1 https://www.un.org/sustainabledevelopment/ru/energy/, accessed on 28.03.2021. 
2 https://minenergo.gov.ru/node/532, accessed on 19.02.2021.

Introduction
The protracted global economic downturn caused 
by the COVID-19 pandemic is changing the under-
standing of growth sources and the drivers that de-
termine the long-term reduction in adverse effects 
on the environment and climate. The digitalization of 
various industries which began even before the pan-
demic appreciably accelerated in 2020 and became a 
major trend contributing to increased technological 
and economic efficiency, labor productivity, more ac-
curate planning, a reduced accident rate, and the pro-
motion of green growth [Midttun, Piccini, 2017; IEA, 
2020b; Montevecchi et al., 2020].
The fuel and energy sector plays an important role 
in the green post-crisis economic recovery [Barbier, 
2020; Noussan et al., 2021]. Given the growing de-
mand for electricity and the specifics of the sector’s 
development, the electric power industry is of partic-
ular importance [IEA, 2020a; IRENA, 2019]. For the 
decade of 2016-2025, the potential growth of value-
added due to digitalization is estimated at $1.3 tril-
lion [WEF, 2016]. Like other segments of the fuel and 
energy sector, the electric power industry is affected 
by a number of trends:
•	 accelerated growth in generation from and in-

vestments in renewable energy sources (RES);
•	 the promotion of energy saving and energy effi-

ciency against the background of a growing de-
mand for energy resources;

•	 restructuring of producer-consumer relations 
due to the emergence of smart grids and the in-
ternet of energy.

The growing share of electricity in the global energy 
balance allows one to assess the prospects for related 
markets. Cutting-edge technologies, such as digi-
tal substations, increase the efficiency of generation, 
reduce transmission losses (especially over long dis-
tances), and optimize energy flows. Digital energy 
consumption management based on the use of smart 
meters reduces the load during peak hours and the 
costs for various consumer groups.
The proliferation of inexpensive, reliable, and envi-
ronmentally friendly energy sources in many coun-
tries is associated with supplying energy-poor regions 
with “clean” electricity from local renewable sources 
and the construction of smart mini- and micro-
grids.1 The active introduction of distributed, autono-
mous, and individual generation is also taking place 
in Russia. Many companies are switching to in-house 
generation: their share in the total electricity output 
exceeded 5% in 2018 and continues to grow at about 
3% per year2 [Russian Ministry of Energy, 2019]. This 
trend is facilitated by the development of high-capac-
ity energy storage technologies and the reduction of 
their costs, along with reduced costs of rooftop solar 

panels and solar-wind installations for personal use. 
The emerging risks for Russia are associated with the 
planning and construction of generation facilities, es-
pecially given the existing surplus capacity.
Digitalization strategies for the fuel and energy sector, 
first of all the electric power industry, play a key role 
in the global proliferation of the green economy due 
to increased resource efficiency and the expansion 
of clean energy sources. No generally accepted un-
derstanding of this process in relation to traditional 
industries has yet emerged in the literature [OECD, 
2019a]. The existing studies only emphasize the need 
for an integrated approach to considering its features 
at various levels [IEA, 2017; OECD, 2019b].
The sectoral innovation systems concept, widely ap-
plied to studying the use of technologies in various 
sectors [Malerba, 2002], served as the theoretical ba-
sis of this study. The key characteristics and effects of 
applying green digital technologies in the electricity 
transmission and distribution segment are examined, 
at the national and sectoral levels. A comparative 
analysis of the industry’s transformation in ten coun-
tries – the leaders in electricity generation – was con-
ducted (China, the US, India, Russia, Japan, Canada, 
Germany, Brazil, South Korea, and France). Three 
models of the digital transformation in the electric 
power industry at the national level are proposed and 
the main effects of this process are assessed.

Main Areas of Green Digitalization in the 
Electric Power Industry
The digitalization of traditional sectors of the econo-
my is a relatively new vector of research, with a grow-
ing number of scientific and analytical publications 
[Beier et al., 2017; Müller et al., 2018; Teece, 2018]. 
This topic is addressed in the framework of broader 
concepts and phenomena, such as Industry 4.0, smart 
manufacturing, the internet of things (IoT), cyber-
physical systems, and platform economy [Kang et al., 
2016; Ghobakhloo, 2018; Kamble et al., 2018]. Digital 
technologies’ effects are very much specific to various 
economies, industries, and countries due to the infra-
structural nature of the industry, its major economic 
and social consequences, and growing demand from 
emerging industries, in particular the data storage 
and processing segment [Gatto, Drago, 2020; Tripathi, 
Kaur, 2020]. The development of the electric power 
industry is also affected by regulatory constraints 
caused by global environmental challenges [Newberry, 
2001; Cavanagh, 2021].
Digitalization helps optimize the operation and main-
tenance of power grids. New services are emerging, 
energy trading is being automated. Renewable energy 
systems are being decentralized [Graf, Jacobsen, 2021; 
BDEW, 2019]. Smart (actively adaptive) networks and 
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sensors, the internet of energy, virtual power plants, 
digital substations, distributed ledger systems (block-
chain), and digital platforms are gaining popularity 
[Dellermann et al., 2017; Ketter et al., 2018; Adeyemi 
et al., 2020; Menzel, Teubner, 2020]. Each of the above 
areas use a specific set of technologies [KAS, 2020]. 
Smart grids integrate various devices used by energy 
producers, suppliers, and consumers [Ketter et al., 
2018; Bertolini et al., 2020]. Smart meters are at their 
core: they monitor consumption in real time and 
transmit data to the supplier to help make decisions 
about infrastructure optimization, and thus manage 
energy consumption [Waite et al., 2017; Ketter et al., 
2018]. Smart devices also include sensors for moni-
toring the electricity quality [Bagdadee et al., 2020], 
power transmission losses [Song et al., 2017], the 
state of underground infrastructure [Rodríguez et 
al., 2020], automating system management [Wertani 
et al., 2020], monitoring the condition of equipment 
[Dileep, 2020], and so on.
Blockchain technologies are finding wide application 
in creating secure digital environments [Carvalho, 
2015; Adeyemi et al., 2020; Zhu et al., 2020]. Such 
systems monitor operational processes (e.g., the op-
eration of devices which control the power grid volt-
age), identify deviances, and prevent interruptions 
in supply and unforeseen situations [Shahidehpour, 
Fotuhi-Friuzabad, 2016]. Participants’ interactions 
are facilitated by smart contracts which make trans-
actions secure and allow one to manage digital assets 
(tokens), bill, identify parties, and provide access 
using modern encryption algorithms [Andoni et al., 
2019; Adeyemi et al., 2020]. In new segments of the 
electric power industry, first of all RES, distributed 
ledger technologies are applied to monitor the en-
tire value chain. Consumers can sell surplus electric-
ity they generate (the prosumer concept) [Zhu et al., 
2020]. Cryptocurrencies (SolarCoin, EverGreenCoin, 
EcoCoin, EECoin, NRGcoin [Andoni et al., 2019]) re-
duce the role of intermediaries in electricity supply. 
So far such projects remain in pilot mode [Adeyemi et 
al., 2020]. Carbon dioxide emission quotas can also 
be traded, which is especially important against the 
background of increasingly strict climate-related reg-
ulations [Andoni et al., 2019]. The RES infrastructure 
includes virtual power plants which ensure a stable 
level of total generation and supply. It is an operator-
controlled system of small generating facilities linked 
by open interfaces [Dellermann et al., 2017].
Digital platforms reduce the risks for individual par-
ticipants and provide personalized services for them. 
There are electricity platforms which connect retailers 
and consumers (B2C), or customers with each other 
(C2C); plug-sharing platforms; electric and hybrid 
vehicle charging devices able to return surplus energy 
back to the network (vehicle-to-grid, V2G), etc. They 
can flexibly manage the network load. Operators reg-
ulate participants’ activities, whose roles can change. 
For example, a utility company can act on different 

platforms as electricity seller, buyer, or service pro-
vider [Menzel, Teubner, 2020].
The industry digitalization’s drawbacks include in-
creased requirements for information security, the 
need to attract significant capital investments with a 
long payback period, and problems with integrating 
new devices into the existing infrastructure [Edelstein, 
Kilian, 2007]. Technological innovation and con-
sumer involvement in demand management require 
new digital competencies. The pace of digitalization 
is largely determined by the quality of regulation 
and market maturity, including the security of data 
storage and exchange systems and the compatibility 
of information systems and equipment [Epiphaniou 
et al., 2020; Anderson, El Gamal, 2017; European 
Commission, 2017].
The legal frameworks for and the principles of in-
volving consumers in energy trade are becoming a 
new management area. Industry standards for ap-
plying advanced technologies are being developed 
[Afanasyev et al., 2019]. Establishing the rules for pro-
cessing and storing large amounts of data by indus-
try organizations requires a special effort [Adeyemi 
et al., 2020]. Digitalization will increase companies’ 
productivity. According to certain forecasts, ignoring 
this process will lead to every fourth electricity sup-
plier going bankrupt by 2025 [Schwieters et al., 2016; 
Menzel, Teubner, 2020]. Digital technology platforms 
can change the investment model’s focus from a 
limited number of large programs to a portfolio of 
small consumer-initiated projects [Menzel, Teubner, 
2020]. The scale of the labor market transformation 
caused by the introduction of digital technologies 
will be comparable to the impact of liberalization and 
job cuts. For example, during the reform period of 
1998-2007, the number of jobs in the German electric 
power sector decreased by 20% [Graf, Jacobsen, 2021].
Approaches to studying the digital transformation in 
various industries are still being developed. A range 
of quantitative and qualitative analysis techniques are 
being tested [European Commission, 2019b; Zaoui, 
Souissi, 2020]. Most of the research is focused on the 
application of specific digital technologies and their 
technical and economic parameters [Ketter et al., 
2018; Xiong et al., 2018; Adeyemi et al., 2020; Ahmad 
et al., 2021; Bagdadee et al., 2020; Bertolini et al., 2020; 
Dileep, 2020] as well as institutional restructuring at 
the sectoral and national levels [Dellermann et al., 
2017; Menzel, Teubner, 2020; Graf, Jabobsen, 2021]. 
Few studies compared the various aspects and effects 
of digitalization. This paper fills the gap by summa-
rizing the trends, challenges, and effective solutions 
for the green digital transformation of the electric 
power industry.

Methodology and Design of the Study
The research toolkit is comprised of horizon scanning, 
case studies, expert interviews, company executive 
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surveys, and collating available statistics. The analy-
sis of scientific publications and predictive analytical 
materials issued by international organizations and 
the world’s leading think tanks in 2017–2020 allowed 
the authors to identify promising areas for the indus-
try’s green digitalization.3

A comparative analysis of ten countries’ — the world’s 
largest producers and consumers of electricity — 
strategies was carried out to study national digitaliza-
tion initiatives: China, the US, India, Russia, Japan, 
Canada, Germany, Brazil, South Korea, and France. 
The data was structured as follows: country; the title 
of the policy document describing measures to en-
courage the application of digital technologies in the 
industry; key national-level development areas in the 
sector and the tools used to support digitalization. 
Using theoretical and practical approaches [Brown, 
Brown, 2019; Korachi, Bounabat, 2019; Lichtenthaler, 
2020], the stages of the digital transformation in the 
industry were identified, the progress in implement-
ing them in the sample countries described, and a 
list of the main quantitative indicators drafted. Data 
sources included the World Bank [World Bank, 2021], 
the US Energy Information Administration [DOE, 
2021], the Statista [Statista, 2021a,b,c] and Autostat4 
portals, and various scientific and analytical publica-
tions.
The suggested approach contributes to comparative 
studies of the digitalization of electric power industry 
and can be applied to other segments of the fuel and 
energy sector.

Green Digitalization as a Priority
Governments not only encourage digitalization but 
take steps to diminish its possible negative effects 
such as job cuts [Graf, Jacobsen, 2021], the emer-
gence of more complex management systems [Ahl 
et al., 2020], data security threats [Dellerman et al., 
2017], an increased regulatory burden on companies, 
and ambiguous legal frameworks [Soshinskaya et al., 
2014]. Large economies, the leaders in the absolute 
electricity generation output, were included in the 
sample (Table 1).
For each country, the available industry policy docu-
ments were analyzed (published mainly in 2015–
2020). Development strategies, analytical materials 
on technical, economic, and technological matters, 
legislation regulating the introduction and applica-
tion of specific technologies, the adoption of tariffs, 
and so on were reviewed. Key digitalization charac-
teristics and government policy tools were identified.
In most economies smart grids are at the core of the 
digital transformation. The introduction of other 
technologies (IoT, artificial intelligence (AI), cloud 

technologies, digital twins, etc.) is usually planned 
in national digitalization strategies which are cross-
cutting in nature, i.e., they cover a wide range of in-
dustries. In some countries including Russia the digi-
talization strategy for the electric power industry is 
presented in a separate document.
China remains the world’s largest energy consumer 
and clean energy producer (30% share in total gen-
eration). Investments are primarily channeled to 
adapt the network infrastructure for RES, increase 
conventional power plants’ flexibility, manage de-
mand, and develop large-scale energy storage sys-
tems. The rapidly growing Chinese electric vehicle 
market has good prospects for integration into the 
national energy system. Due to rapidly growing en-
ergy consumption, the planned transition to clean 
energy and carbon neutrality by 2060 will likely re-
main unaccomplished. This scenario can be avoided 
by implementing and scaling up all possible digitali-
zation tools [IEA, 2019a].
In the next decade the US will remain among the 
largest electricity consumers and producers. Gas-
based generation will continue to dominate, while the 
RES share will continue growing and coal-based gen-
eration will significantly decrease. Power plants and 
power systems of all types will have to dramatically 
improve their productivity through digitalization, ef-
ficient resource management, lean production, and 
the introduction of advanced big data analytical sys-
tems. Work process optimization, digitalization, and 
agile working will help utility companies increase 
productivity by 3% and reduce electricity production 
costs (excluding fuel) by 10%-20% for coal power 
plants and by 5%-15% for gas ones, with improved 
safety [McKinsey & Company, 2019]. The main risks 
are associated with the loss of jobs, lack of qualified 
personnel to fill the newly created digital vacancies in 
the energy sector, and ensuring adequate cybersecu-
rity at the achieved digitalization level. As in Canada, 
the US regions have significant autonomy in choos-
ing core generation and digitalization technologies, 
which hinders their integration.
If India maintains its current economic growth rates, 
in a few years’ time it will become the world’s biggest 
energy consumer overtaking China. So far, the main 
energy sources in the country have been coal and 
oil; over 80% of the latter is imported. To meet the 
demand and reduce import dependence, solar gen-
eration is being rapidly promoted and integrated into 
the grid through digitalization. National priorities 
are focused on digitalizing the networks (monitor-
ing transient processes, AC power transmission, etc.) 
and power distribution systems (based on advanced 
control systems such as SCADA, ADMS, etc.), auto-
mating and designing digital substations (there were 

3 The publications were selected using the following keywords: digitization, digital transformation, digital/smart energy, energy power industry; smart me-
ters, internet of energy, energy blockchain platform; green/distributed/renewable energy.

4 https://www.autostat.ru/news/42999/, accessed on 19.02.2021.
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more than 50 of them in the country in 2019), and 
supporting prosumers and active consumers [Batra, 
2019]. The main constraints are associated with high 
levels of poverty and the rapidly growing economy’s 
dependence on imported oil.
In Russia, with its predominantly gas-fired TPPs, RES 
account for less than 1% of centralized energy gen-
eration. The industry-related initiatives are incorpo-
rated in the broader digitalization agenda set by the 
national program “Digital Economy of the Russian 
Federation” in 2019.5 The program aims for the in-
tegrated development of information infrastructure, 
personnel, digital technologies, information security, 
and creating legal and regulatory conditions for the 
development and implementation of relevant solu-
tions in the economy, society, and public administra-
tion. A separate Ministry of Energy project “Digital 
Energy Industry” complements the above system of 
measures by increasing power supply reliability and 
creating a single industry-wide digital platform for 
real-time data transmission and the collection of re-
ports.6 The main constraints in Russia are due to ex-
cessive centralization, a focus on developing a unified 
energy system, an excessive number of intermediary 
organizations, and a high level of cross-subsidization 
which hampers making optimal decisions on the 
ground.
Japan, like Germany, has managed to achieve eco-
nomic growth while reducing primary energy con-
sumption (relative to the 1990 level). In 2018 the 
country’s energy consumption was predominantly 
based on oil (about 40%), gas (21%), and coal (26%). 
RES and hydropower account for 10%. The share of 
nuclear generation decreased from 30% in 2011 to 3% 
in 2018 [IEA, 2020d] due to the Fukushima accident, 
which has caused a major disruption to the national 

power system. Combined with social factors (first of 
all the ageing of the population), this led to a gradual 
restructuring of the energy supply through the ap-
plication of digital technologies. The socioeconomic 
development strategy Society 5.0 adopted in 20167 
provides for analyzing various kinds of big data (on 
meteorology, power plants’ operations, state of elec-
tric vehicles’ batteries, households’ energy consump-
tion patterns) using AI. This will help firms to more 
accurately forecast and optimize energy consump-
tion, redistributing the load on local sources, increas-
ing energy savings, and reducing the impact on the 
environment and climate. According to the national 
Strategic Energy Plan, AI, IoT, virtual and augment-
ed reality, and other advanced technologies will sig-
nificantly impact the structure of energy consump-
tion. The combined effect of digital solutions, energy 
storage systems, and renewable energy sources will 
contribute to achieving the climate-related goals 
of decarbonizing the economy. The risks associated 
with the energy transition in Japan include the grow-
ing political influence of China and India, increased 
technological competition, and cybersecurity threats 
[METI, 2018].
In Canada’s primary energy consumption structure, 
oil and natural gas account for 30%, hydropower for 
25%, coal and RES for 3-4%, and the rest comes from 
nuclear power plants. In generation hydropower pre-
vails with an about 60% share. In terms of hydropower 
production, the country is behind only China and 
Brazil [EIA, 2019]. Combining clean energy with digi-
tal technologies is expected to reduce both the costs 
and emissions [The Generation Energy Council, 2018]. 
The industry digitalization priorities until 2050 in-
clude improving energy efficiency, managing demand 
and consumption, developing smart grids, expanding 

5 http://government.ru/rugovclassifier/614/events/, accessed on 24.02.2021.
6 https://minenergo.gov.ru/node/14559, accessed on 19.02.2021.
7 https://www8.cao.go.jp/cstp/english/society5_0/index.html, accessed on 10.02.2021.

Country Electricity production in 2019, TW
Ranking 
position 
(2019)

Electricity production in 2030, TW
Baseline scenario Energy transition scenario

China 7 482 1 9 952 9 317
US 4 385 2 4 506 4 153
India 1 614 3 2 461 2 365
Russia 1 122 4 1 207 1 146
Japan 1 013 5 1 001 958
Canada 649 6 690.7 —
Germany 616 7 — —
Brazil 615 8 770 711
South Korea 576 9 — —
France 570 10 — —
Source: authors, based on [Enerdata, 2020; IEA, 2020f; IRENA, 2020]. 

Таble 1. Top Electricity Producers in 2019 and a Forecast for 2030
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electric vehicle infrastructure, and training personnel. 
Like other countries with a high level of digitalization 
and electrification, Canada faces the challenges of en-
suring the industry’s cybersecurity and sustainability 
[Canadian Electricity Association, 2019].
The European Digital Strategy which guides Germany, 
France, Spain, and other EU countries is based on the 
principles of openness, public participation, sustain-
able development, competition, and social justice 
[European Commission, 2021b]. The application of 
advanced information and communication tech-
nologies (ICT) including sensors, big data tools, AI, 
and IoT are expected to improve the connectivity, ef-
ficiency, reliability, and sustainability of energy sys-
tems [European Commission, 2021a] by harmoniz-
ing cooperation in the scope of the Energy Union8 
and the Digital Single Market.9

In Germany, oil (34% in 2018), natural gas (23%), 
and RES (14%) dominate the total consumption of 
primary resources. The country has set the most am-
bitious goals in the EU regarding the decarbonization 
of the economy, switching to clean energy sources, 
using smart meters, and other digital technologies 
[Gangale et al., 2017]. The steps to achieve them are 
described in the Act on the Digitisation of the Energy 
Transition [BMWi, EY, 2019] and the Roadmap for 
Smart Energy Grids of the Future [BMWi, 2017]. 
This would require maintaining the system’s reliabil-
ity given the growing share of RES and the transition 
to active-adaptive networks, protecting personal data, 
and ensuring the compatibility of digital solutions 
[BMWi, 2017].
Brazil meets about 50% of its primary energy demand 
by burning oil and about 30% from RES and nuclear 
energy generation. Hydrogeneration covers up to 
70% of the national electricity demand; up to 80% 
of electricity in the country is produced from RES. 
The Brazilian fuel and energy sector is undergoing 
major reforms which might change its landscape in 
the coming decades [WEF, Bain & Company, 2017]. 
The national digital transformation strategy E-Digital 
approved in 2018 [Government of Brazil, 2018] pro-
vides for developing smart cities through the appli-
cation of IoT technologies, especially in areas such 
as mobility, utility companies’ security, and smart 
energy and water grids. Smart meters, remote con-
trol and automated generation systems [WEF, Bain & 
Company, 2017], real-time simulators, other forecast-
ing and monitoring technologies, and solutions de-
signed to respond to changes are increasingly applied 
[RRE, 2017]. Digitalization will facilitate the integra-
tion of new RES such as wind and sun into the grid 
and the development of decentralized energy systems. 
Particular attention is paid to protecting the core na-

tional infrastructure, information (repositories, serv-
ers, etc.), and conventional energy (electric power, 
water supply, oil and gas, etc.) from cyberthreats; this 
is a joint public-private effort.
In South Korea’s energy balance oil and coal pre-
vail, followed by natural gas and nuclear energy. The 
Renewable Energy 2030 Implementation Plan adopt-
ed in December 2017 envisages increasing the share 
of RES in the total electricity generation from 3% to 
20% [Hong et al., 2019; IEA, 2020e]. In addition to 
stepping up solar and wind generation, the 9th Basic 
Plan for Power Supply and Demand aims to increase 
the flexibility of energy production, storage, trans-
mission, and consumption, and maintain a high level 
of security of the energy supply system. Digitalization 
is also in the focus of the Korea Energy Master Plan 
2035 and the Green New Deal 2020 post-crisis recov-
ery strategy. The intention is to move on to managing 
demand by introducing smart grids and smart meters 
and increase energy efficiency by upgrading the ICT 
infrastructure [MOTIE, 2014]. The bottlenecks are 
the high dependence on imported fossil fuel resourc-
es, the geographic isolation of the national power grid, 
and the large distance between the power generation 
centers (located in the south of the country) and the 
main consumption areas. The latter issue is also typi-
cal for other countries such as Germany.
Despite the differences in the structure and consump-
tion of primary energy resources and the technologi-
cal level of the industry, almost all of the above coun-
tries see digital technologies as a tool for increasing 
productivity, switching to clean energy, and decen-
tralizing their energy systems.

National Models and Stages of Digital 
Transformation in the Electric Power 
Industry
The analyzed sources allow one to distinguish between 
three national models of energy system digitalization. 
The first is applied in countries with decentralized gov-
ernance (the United States and Canada) whose regions 
(states, provinces) have sufficient autonomy to choose 
the core power generation type and make technologi-
cal decisions on the basis of market pull. This model 
allows one to test various approaches and choose 
the most effective ones, taking into account regional 
specifics (resources, population density, climate, etc.). 
National industry associations play a coordinating role 
in harmonizing the regional systems and solutions. A 
similar approach applies to developed countries which 
have sufficient energy resources.
The second digitalization model is adopted by econo-
mies highly dependent on imported fossil fuels, such 

8 https://ec.europa.eu/energy/topics/energy-strategy/energy-union_en, accessed on 19.03.2021.
9 https://ec.europa.eu/digital-single-market/en/shaping-digital-single-market, accessed on 16.02.2021.
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as India, Korea, Japan, and Germany. There, the ac-
celerated transition to RES is prompted not only by 
climatic and environmental concerns, but also by 
the need to increase energy independence. In such a 
situation digitalization helps improve power systems’ 
stability and sustainability, facilitate energy transfer 
from generation centers to consumers, and radically 
increase energy efficiency (technology push).
The third, mixed, model is based both on market 
mechanisms and directive regulation, depending on 
the electric power industry segment or the applica-
tion area of digital solutions. This is typical for Russia, 
China, and Brazil. Though the government sets digi-
talization paths, industry companies and regions re-
tain certain freedom in choosing the ways to accom-
plish the established goals.
The proposed models can be supplemented with two 
main stages of industry digitalization. The first in-
volves the introduction of smart devices (primarily 
smart meters) and the creation of smart infrastruc-
ture. We mean upgrading the existing power grids 
and equipment, increasing the efficiency of using 
tangible assets and companies’ processes through the 
extensive adoption of smart electricity metering sys-
tems, and improving the legal framework.
The adoption of smart meters which began about 
ten years ago, has not yet been completed in some 
countries (e.g., Brazil) due to regulatory barriers and 
delays with the development of standards [European 
Commission, 2011]. US utility tariff policy hinders 
the implementation of large digitalization projects 
[DOE, 2015]. By 2018, the number of smart meters 
was approaching the 100 million mark [BCSE, 2020].
The development of standards and legislative sup-
port for their application take considerable time. 
Countries which have reached the targets for the 
introduction of relevant regulations move on to the 
next stage: installing smart and next-generation sen-
sors. For example, another wave of modernization of 
these devices is expected in China, due to their rela-
tively short (5-8 years) life cycle, which should cre-
ate stable domestic demand at 55-60 million units a 
year [BMWi, 2020a]. In Canada, the share of smart 
electricity meters has already reached 82% [Natural 
Resources Canada, 2018]. In South Korea the first 
such devices were installed in 2009-2013 in the Jeju 
province as part of a pilot project which allowed for 
testing these devices and then selling them on foreign 
markets (in Peru and Cambodia) [IEA, 2020f].
The second stage affects the entire value chain and in-
volves the transition to clean energy sources. It implies 
the systemic transformation of the electric power in-
dustry through the application of digital technologies 
and clean energy, the construction of distributed en-
ergy grids and smart mobility infrastructure (includ-
ing for electric vehicles), smart energy systems for 

buildings, and an increased range of digital services. 
A lot of innovative solutions are applied at this stage, 
such as predictive analytics based on machine learn-
ing algorithms, the automation of mutual settlements 
using distributed ledger systems, digital energy trad-
ing platforms [Cardenas et al., 2014], advanced en-
ergy management systems, and cross-cutting digital 
platforms [Vaio et al., 2021; Menzel, Teubner, 2020]. 
Digitalization affects consumers, suppliers, and part-
ners of transmission and distribution companies.
Modern smart grid infrastructure provides consum-
ers with new services based on online tracking of 
their energy consumption and its structure and al-
lows for the use of differentiated tariffs. A similar ap-
proach is being taken in France where Linky meters 
support the management of low-voltage grids and 
tariff differentiation, along with accurate monitor-
ing and predictive diagnostics to manage peak loads 
[European Commission, 2020]. In Brazil, the “white 
hourly tariff ” allows for tracking households’ behav-
ior and on the basis of the collected data encourage 
users to reduce energy consumption during the 18:00 
to 22:00 peak period [Dantas et al., 2018; Dranka, 
Ferreira, 2020]. Global installation of smart meters 
would require about two billion dollars in invest-
ments [Dranka, Ferreira, 2020].
At this stage various digital technologies are intro-
duced along the entire value chain, based on platform 
solutions. An example is the project of the Chinese 
electric power corporation SGCC (e-IoT) to create 
an “Internet of Energy ecosystem” integrating digital 
platforms, a demand management system, and other 
tools to improve internal efficiency. In the interests of 
the consumer, it is planned to develop services for the 
integration of power distribution and retail systems, 
and new models of cloud trading in energy resources 
[Energy Iceberg, 2019].
At each digitalization stage government support mea-
sures are applied, which can be divided into three 
groups: financial, regulatory, and other (Tables 2-4).
Financial tools promote R&D and the application 
of new technologies. They include grants, subsidies, 
R&D tax incentives, technology commercialization 
funds, government procurement, subsidies for pur-
chasing certain products, contests, funding for start-
ups, and special rates and conditions for the use of 
smart devices.
For example, in Russia in the framework of the 
National Technology Initiative, the EnergyNet road-
map has been implemented since 2016, which pro-
vides grants for the implementation and commercial-
ization of ideas. EnergyNet digital solutions are aimed 
at optimizing energy consumption. A competent en-
ergy policy and targeted competitive incentives will 
promote them on the domestic and global markets. It 
is predicted that by 2035 Russian companies’ share on 
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global markets will reach 3%-12%,10 while their an-
nual revenues will amount to $40 billion.11

Regulatory tools include legal requirements for han-
dling and using devices and data. They involve cer-
tification rules, data availability, uniform standards, 
and “regulatory sandboxes”. For example, German, 
French, Japanese, and other legislations have require-
ments for the certification of smart devices [European 
Commission, 2019a].

The third group of tools comprises other support 
measures including recommendations on technol-
ogy application, developing cybersecurity standards 
and digitalization indicators, promoting consumer 
involvement in the development of energy supply 
platforms, building open data infrastructures, setting 
up digital platforms for electricity trading, develop-
ing new business models, and launching pilot energy 
supply projects.

Area Mechanism Country
R&D Energy technology commercialization funds* US

Energy technology development grants Germany
Tax incentives for R&D India
Grants for development and commercialization of the EnergyNet roadmap projects in the scope of the 
National Technology Initiative

Russia

Establishing and supporting advanced technology development centers (AI, etc.) US
Public-private partnerships to establish energy industry centers of excellence (with the participation of 
academia and small and medium business) to conduct R&D in priority areas

France

Introduction of 
digital solutions

Grants for the upgrading transmission and distribution networks (Smart Grid Investment Grant 
program)*

US

Grants (special cooperation agreements) to study the potential of next-generation smart grids 
(their compatibility with the existing infrastructure) and energy storage technologies (Smart Grid 
Demonstration Programme)*

US

Subsidies to buy electric vehicles China
Government procurement of electric vehicles to upgrade the conventional vehicle fleet India
Industry orders for equipment and other products of the sector Russia
Grants for distributed energy resources integration, storage devices, and electric vehicle projects Canada
Contests to select companies — leaders in implementing ICT strategies, with prizes Japan
Start-up support India
Export development funds for the commercialization of companies’ clean energy solutions Canada

Application Differentiated tariffs to regulate peak loads using smart meters, depending on the time of day or 
season*

France

Special tariff for interregional (intermunicipal) associations – a reduced rate for transmission within 
the association, and a higher one for external transmission*

France

Special conditions for the implementation of smart meters when using a certain type of tariff (White 
Hourly Tariff)*

Brazil

Note for Tables 2-4. Tools which can be applied at the first digitization stage are marked with *.

Sources: authors, based on [EC-MAP, 2018; Natural Resources Canada, 2018; BMWi, EY, 2019; European Commission, 2019a; IEA, 2019b;  
SGCC, 2019; BMWi, 2020b; European Commission, 2020; IEA, 2020c; KAS, 2020; METI, 2020; DOE, 2021]. 

Таble 2. Financial Support of Digital Transformation in the Electric Power Industry

Mechanism Country
Mandatory certification requirement for smart devices (meters and hubs)* Germany, France, 

Japan
Regulatory sandboxes as part of demonstration projects to test new energy supply models South Korea
Legal requirement to make available data on electricity transmission on retail market US
Legal requirement to set up information systems for managing power grid safety Germany
Legal right of distributor organizations to set up concession electric vehicle charging stations on their territory Brazil
Granting access to various data on storage, network infrastructure, and meteorology at regulator’s request, 
using API

France

Online national energy code compliance system for planning and construction of buildings India
Unified data standard, including data format and protocol, for use by power grid enterprises (Green Button or 
Energy Services Provider Interface Standard)

Canada

Таble 3. Regulatory Incentives for the Digitalization of the Electric Power Industry

10 Including reliable and flexible distribution grids, smart distributed energy and consumer services, and related industry segments (utilities and communal 
services).

11 https://www.nti2035.ru/markets/docs/DK_energynet.pdf, accessed on 12.02.2021.
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At the second digitalization stage, the toolset expands 
due to the large amount of innovations along the en-
tire value chain. A new area of regulation is industry 
data management [Avancini et al., 2019]. In recent 
years a number of initiatives received support from 
national regulators.
The Franco-German integrated project GAIA-X im-
plemented by an international non-profit association 
aims to create open distributed infrastructure for in-
tegrating centralized and decentralized networks into 
a single environment and develop appropriate regu-
lations and services. As a result, a unified format for 
storing data on the state of infrastructure facilities 
and other information will emerge.
Uniform standards will allow for bringing provid-
ers of cloud solutions, high-performance computing, 
edge computing systems, and other market partici-
pants together on a common platform, thus expand-
ing the range of available services. The project cre-
ates conditions for developing new business models 
(Landlord-to-Tenant Electricity Act12), setting up 
processing centers, providing data aggregation, and 
other services [BMWi, 2020b].
Many countries are developing regulations for han-
dling information in the energy sector. In the US 
there is a legal requirement to make available data 
on electricity transmission on the retail market [IEA, 
2019b]. A similar requirement for open interfaces to 
access data on electricity consumption, network in-

frastructure, and meteorological conditions applies 
in France [Catapult Energy Systems, 2019].
Regardless of the model, integration into a single net-
work requires strengthening the information security 
of both hardware and software. Cybersecurity stan-
dards applied in the US require suppliers to notify cus-
tomers of incidents threatening the system’s reliability 
[Federal Register, 2019]. A unified standard adopted 
in the US and Canada in 2011 known as Green Button 
(Energy Services Provider Interface, ESPI) includes a 
format and a data exchange protocol between electric-
ity suppliers and consumers using special applications 
[Natural Resources Canada, 2018].
Over the course of green digitalization, significant 
resources are allocated to finance R&D at public re-
search organizations and centers of excellence, often 
in the form of public-private partnerships. Various 
incentives are applied to encourage the public to ac-
quire new technologies. In Germany a project is un-
derway to install energy storage systems with solar 
panels connected to the grid. Individual generation 
systems can transfer no more than 50% of the energy 
produced to the grid. The incentives for companies 
and individuals include investment grants covering 
30% of the battery costs and a low-interest loan for 
the remaining 70%. Support is provided to install new 
solar panels and upgrade existing solar power plants 
with a nominal capacity under 30 kW/peak and ser-
vice life of at least five years [DIW Berlin, 2013].

Area Mechanism Country
Standardization Development of standardization strategy: roadmap for developing technical standards in the 

form of recommendations
Germany

Development of cybersecurity standards, including requirement to report incidents 
compromising, actually or potentially, the system’s reliability

US

Developing guidelines on strengthening the security of the industrial internet of things China
Annual monitoring of digitization progress Germany

Integrated and 
platform solutions

Creating open federated data infrastructure for the integration of centralized and decentralized 
infrastructures into a homogeneous environment (joint project GAIA-X)

Germany, France

Online platforms offering connection to electricity and gas grids Russia
Blockchain platforms for trading in surplus electricity, marketplaces based on market operators’ 
data

Japan, France

New business and energy supply models (Mieterstrom) France
Testing and scaling Living laboratories: testing technologies with a high readiness level in real-life conditions 

(existing legal and physical infrastructure) without special regulatory exemptions (SINTEG 
program)

Germany

Pilot and demonstration projects to launch platforms and mobile applications based on 
blockchain, microgrids, and cloud platforms

US, China, South 
Korea

Demonstration programs to support projects aimed at building electric vehicle charging 
infrastructure 

Canada

Demonstration projects on household energy management systems, energy management in 
buildings, virtual power plants

Japan

Identifying best practices for launching and subsequent scaling of pilot projects (Digital electric 
grids areas)

Russia

Таble 4. Other Mechanisms Promoting the Transition to a Digital Energy Industry

12 The law makes supplying electricity to tenants more profitable for both parties to the lease and for the system operators who receive a surcharge from 
landlords in the amount of 2.2 to 3.8 cents per kWh. The system encourages the use of RES, in particular rooftop solar panels or combined power and heat 
generation systems. Previously almost all energy generated this way was supplied directly to the grid and did not reach the tenants due to the complexity of 
the business model for selling electricity to users and the lack of incentives for system operators. The new business model is particularly popular in regions 
with high tariffs for grid electricity, such as Berlin or Hamburg.
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Electromobility remains a priority development area 
for the industry in practically all countries. Electric 
vehicles’ appeal is increased by subsidies provided 
for their purchase. In China in 2019 the relevant in-
frastructure comprised over 500,000 charging points, 
which is 50% more than a year earlier. China ac-
counts for 50% of global electric vehicle sales [BMWi, 
2020a]. Electric vehicles with the ability not only to 
charge from the grid, but also give electricity back in 
line with the vehicle-to-grid (V2G) principle have an 
advantage [Clement-Nyns et al., 2011; Bibak, Tekiner-
Moğulkoç, 2021].
The ELBE project (Hamburg, Germany) aims to in-
stall over 7,400 smart electric vehicle charging sta-
tions based on the distributed system principle. The 
program participants can expect compensation in 
the amount of 40%-60% of the equipment or network 
modernization costs until September 2022, provided 
that the new stations are compatible with the city op-
erator (so the latter will be able to adjust electricity 
consumption, including during peak hours) [IRENA, 
2019; IEA, 2019c].

“Regulatory sandboxes” provide an opportunity to test 
new technologies under a special legal regime. In the 
case of the electric power industry, this involves new 
models for energy services provision [IEA-ISGAN, 
2019]. In contrast, living laboratories are designed to 
test technologies with a high readiness level in real-
life conditions, including the existing legal frame-
works [Ahl et al., 2020]. SINTEG is an example of 
a living laboratory: a program for the testing and 
subsequent scaling of infrastructure projects for RES 
generation in five German regions.
For consumers, there are various electronic platforms 
which simplify connecting to electricity and gas 
grids (Russia)13 [Russian Ministry of Energy, 2019b] 
or trading in surplus generated electricity, and mar-
ketplaces based on market operators’ data (Japan, 
France) [SETIC, 2018].
To compare the productivity of national green digita-
lization models on the basis of the results of literature 
analysis, the following indicators were selected:
•	 average duration of power outages [Adeyemi et 

al., 2020; Ahmad et al., 2021; Dileep, 2020] as a 
reliability criterion for relevant services;

•	 average share of electricity losses [Xiong et al., 
2018; Leiden et al., 2021] as an indicator measur-
ing the state of power grid equipment (affects the 
rate of digital technologies’ application);

•	 share of smart meters in the total number of me-
ters [Adeyemi et al., 2020; Bertolini et al., 2020; 
Havle et al., 2019];

•	 share of electric vehicles in the country’s total ve-
hicle fleet [Plötz et al., 2017];

•	 share of filling stations with electric vehicle 
charging functionality [Ahmad et al., 2021; Hirst, 
2020].

These indicator values are presented in Table 5.
Green digitalization indicators in the ten countries 
selected for analysis vary significantly. The average 
duration of power outages ranges from 21 to 348 
minutes. Japan has the best value, the worst — India 
and the US (317 and 348 minutes, respectively).
Electricity losses during transmission also indicate 
the varying efficiency of national grids. In India they 
amount to about a third of all electricity generated, in 
Brazil 16%, and in Russia 11%. The lowest values of 
this indicator are shown by Japan (4%) and Germany 
(4.5%). In countries with an economy in transition, 
leakages typically exceed 10%, while in developed 
countries they remain below 5%. The share of smart 
meters in their total number ranges from 1% in India 
to 98%–99% in some European countries and China.
The lowest disparity was observed in the share of elec-
tric vehicles, which does not exceed 3% of the total 
vehicle fleet. France and Germany hold the highest 
value of this parameter with 2.7% and 2.96%, respec-
tively. However, both in absolute terms and the num-
ber of charging stations for this vehicle type, China is 
in the lead.
In terms of indicators presented in Table 5, Russia lags 
far behind the EU countries. The duration of power 
outages for individuals in the country is regulated 
by law14 which limits such periods to 24 consecutive 
hours and 72 hours per year. Their actual duration in 
2019 did not exceed two hours,15 but the media fre-
quently reported emergency power outages and their 
adverse consequences in the Krasnoyarsk,16 Pskov,17 
and other regions. The standards for energy losses 
during transmission via power grids are approved by 
the Russian Ministry of Energy.18 According to mar-
ket participants, actual technological losses do not 
exceed 11% (see Table 5).
An analysis of national and sectoral strategies allowed 
the authors to identify the social, climatic, and value 
effects of green digitalization, along with those poten-
tially emerging in related industries. Social effects in-
clude reduced costs of new technologies for prosum-

13 https://digital.gov.ru/uploaded/files/tsifrovaya-energetika16x915.pdf, accessed on 09.02.2021.
14 Power quality standards in general-purpose power supply systems in accordance with GOST 32144 — 2013; RF Government Resolutions No. 354 of 

06.05.2011 and No. 442 of 04.05.2012.
15 https://tass.ru/ekonomika/7898243, accessed on 19.02.2021.
16 https://www.rbc.ru/rbcfreenews/5efec2ab9a79477bda91c7e8, accessed on 19.02.2021.
17 https://www.gtrkpskov.ru/news-feed/vesti-pskov/15165-v-pskovskoj-oblasti-proisoshli-massovye-otklyucheniya-elektroenergii.html, accessed on 

19.02.2021.
18 According to the RF Government Regulation No. 861 of 27.12.2004.
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ers, the introduction of flexible tariffs for consumers, 
reduced power outage periods, and the increased 
availability of electricity in remote and isolated areas. 
The main climate-related advantage appears to be re-
duced greenhouse emissions due to more economical 
and efficient use of energy resources and the transi-
tion to RES. The value component amounts to chang-
ing consumer behavior patterns and setting sustain-
able development as a national-level priority instead 
of economic growth at any cost. The effects in related 
industries are associated with the emergence of new 
mobility services and the introduction of new con-
struction standards.

Conclusion
Unlike other segments of the fuel and energy sector, the 
electric power industry is at the forefront of the digital 
transformation - from the introduction of cloud IoT 
platforms and specialized applications to the optimi-
zation of the entire energy production and consump-
tion chain. It can be argued that the industry came as 
close as possible to the image of the desired digital 
economy future, proving that it is actually achievable. 
Digitalization, decarbonization, and decentralization 
have become key development vectors for the energy 
industry in most countries. Digital technologies pave 
the way for new business models and promote the ac-
tive use of RES.
Three country models and two main stages of digital 
transformation of the industry were identified, which 
differ depending on the degree of decision-making 
centralization, the level of energy imports, and the fo-
cus on market pull or technology push. An analysis of 
national-level strategic documents allowed the authors 
to determine the social, climatic, and value effects, and 
assess their impact on related sectors.
The social effects include reduced costs and increased 
availability of new energy technologies due to the in-

dustry development, competition, and government 
support. The application of digital technologies in the 
electric power industry contributes to a more efficient 
consumption of resources by industry players and con-
sumers as well as the reliable and balanced distribution 
of energy resources. The analysis of big data on con-
sumer behavior allows suppliers to offer flexible tariffs 
based on energy consumption patterns. Lower costs 
and lower resource intensity help companies reduce 
their expenditures and tariffs, while decentralized sys-
tems increase the availability of electricity in remote 
and isolated areas. Companies’ efforts to improve 
economic and technological efficiency directly affect 
the reliability and security of the electricity supply for 
consumers. In addition to the above effects, the digi-
talization of the electric power industry contributes 
to the sustainable growth of the sector and the whole 
economy.
Though governments and businesses declare their 
commitment to reducing the anthropogenic impact 
upon the environment and climate, at the operational 
level these goals do not always match the digitalization 
objectives. The more efficient use of resources (e.g., re-
ducing transmission losses), improved energy efficien-
cy, and the transition to clean energy highlight the link 
between digitalization and green growth. However, 
these transformations will not be possible without a 
change in values, which largely depends on the infor-
mational and educational activities of the state.
The transition to sustainable development and digital 
technologies leads to changes in many industries, in-
cluding cross-industry effects such as the emergence 
of new business models and mobility patterns, the in-
troduction of green standards in construction, and the 
development of new segments in the ICT industry

This paper was prepared in the scope of a grant provided by 
the Ministry of Science and Higher Education of the Russian 
Federation (Grant Agreement No. 075-15-2020-928).
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Average duration of power 
outages (min.)

— 348
(2018)

317
(2018)

120
(2019)

21 — — — — — —

Average share of electricity losses 
(%)

5.9
(2019)

5 33 11
(2019)

4 9 4.46 
(2018)

16 — 6.41 
(2018)

8.93 
(2018)

Share of smart meters in the total 
number of meters (%)

99
(2018)

57 1
(2019)

10
(2018)

67
(2018)

80
(2019)

15 — — 22.2
(2018)

93.1
(2018)

Share of electric vehicles in the 
country’s total vehicle fleet (%)

0.94
(2018)

1.9
(2019)

0.3
(2019)

0.014
(2020)

1
(2019)

0.14
(2019)

2.96 — — 2.7 1.31

Number of filling stations 
with electric vehicle charging 
functionality (units)

808 00
(2019) 

26 000
(2019)

250
(2019)

1612
(2019)

7900
(2019)

5000
(2019)

27 459
(2019)

— — 24 950
(2019)

5209
(2019)

Sources: authors, based on [Krisher, 2020; Business Standard, 2019; Center on Global Energy Policy, 2019; EIA, 2020a, 2020b; Electric autonomy, 2020; 
Electrical India, 2018; IEA, 2020c; Energy Efficiency & Renewable Energy, 2019; Financial Express, 2019, 2020; Gasgoo, 2018; Rivard, 2019; d’Entremont, 
2020; Naik, 2020; M2M Research Series, 2018; Nhede, 2020; Spencer-Jones, 2020; Statista, 2021a, 2021b, 2021c; TEPCO, 2015, World Bank, 2021] and 
Autostat data (https://www.autostat.ru/news/42999/, accessed on 19.02.2021).

Таble 5. Characteristics of National Green Digitalization Models
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